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The mission of Quality Testing Labs is to enable consumers to trust in Internet Sites, Internet-related Services, computer hardware and software product providers and others by enabling these entities to provide a similar level of consumer confidence and trust as that of traditional businesses. This is accomplished in a number of ways, some of which are described in this White Paper, and others that will be developed and implemented based upon Public feedback, changes in government policies and changes within the industries Quality Testing Labs serves.

Quality Testing Labs is involved in the ongoing development and implementation of a self-governing system of checks and balances for the Internet, Internet-related Services, and computer hardware, software and other products and services via a Licensing Process and attendant procedures and Services. Quality Testing Labs goal is to provide the ultimate level of Consumer Confidence and Trust for Internet Sites, Products, and Services through its unique Licensing Program, and Consumer and Licensee Awareness Programs.

I. EXECUTIVE SUMMARY 

Quality Testing Labs (QTL) is a self-governing, independent organization committed to providing mechanisms for the highest levels of Consumer Confidence and Trust in Internet Sites, Internet-related Services, software and hardware, physical products and Services, Companies and others that can only be achieved by an impartial third party. 

Internet-related Services, software and hardware, physical products and Services, and Organizations that are willing to commit, sponsor and adhere to Quality Testing Labs’ fundamental set of best business practices will show their commitment, raise the ‘bar’ internally and without legislation, and themselves flourish and grow. In so doing, Quality Testing Labs believes that the early adopters will force a trend that will inure to the betterment and benefit of all people. Consumers will benefit from the value these entities provide and the ethical manner in which they have agreed to operate. The entities themselves will benefit and flourish from the enhanced consumer confidence, trust, consumer loyalty and willingness to try new products and services that results. The outcome will be a World with greater trust, less deception and a greater focus on the Public’s welfare and the enhancement of the standard of living for all. At a time where the public has lost confidence and trust in many Companies and Organizations, Quality Testing Labs believes this lack of trust can be regained by working step by step within the system to encourage beneficial and what it feels is necessary change. As the Internet grows and creates a more global exchange, trust and confidence in those operating inside as well as outside of one’s own Country will become even more pivotal. Although Quality Testing Labs realizes it may not be able to change the World overnight, it believes it can set a precedent through its programs and initiatives that no single government, nor a union of governments, nor a union of industry members could achieve in such as an expeditious manner. What can be seen on the worldwide web at www.qualitytestingwww.qualitytestinglabs.com is only the beginning of an ongoing, ever growing and ever changing effort to improve the quality of life worldwide.

Since the Internet is the thread that will tie the World together, and since Consumer Confidence and Trust has become a major issue and roadblock to user acceptance of the Internet, Quality Testing Labs will focus on creating awareness and providing solutions that work within the framework of the existing system. Various programs and initiatives will be launched that do not require government regulation, and that would be difficult if not impossible to achieve globally. 

Rather than focus on new laws and enforcement that have not been able to keep pace with the rapid change, Quality Testing Labs will focus on getting the individuals, companies and organizations themselves to comply with a higher set of fundamentals and ethics. Our belief is that if only a few initially embrace the concept, others will follow by necessity. In other words, awareness and the availability of a self-governing mechanism will propel a trend towards ethical practices and procedures.

Using awareness as the catalyst, and various programs as the tools, QTL’s initial objective is to promote, distribute, and license the QT Mark, a ‘seal of accreditation’, to Internet Sites, related markets, and others. The QT Mark and the agreement behind it, will help reposition entities as those that can be trusted by their own agreement to be governed by QTL as a third party intermediary. Without government intervention or the need for additional laws nationally or internationally, QTL believes it will be able to achieve its mission in a more timely manner than any other initiative it has recognized to date.

The QT Mark is the only Mark of accreditation that covers all the areas of concern consumers have with using, trusting and relying on existing and emerging Internet Sites, Services and Products – online and offline. By agreeing on their own to sponsor the Mark, Licensees have shown their commitment to the cause.

These consumer concerns, based on fundamental ethical business practices, include: 

· PRIVACY of all data and personal information

· SECURITY of all data and personal information

(including but not limited to credit card transactions)

· CUSTOMER SERVICE provided in an accessible and timely manner

· RELIABILITY of the Site, product or service

· REASONABLE DELIVERY of products and services

· STABILITY of the entity providing the product or service even in the event of bankruptcy

· CLEAR DISCLOSURE of what will be done with gathered information

· HONESTY AND INTEGRITY of the entity and its practices and procedures

· INSURANCE (soon) in the event of loss, misuse, fraud, harm or damage arising from use

· FINANCIAL PENALTIES levied against entities that violate promises and covenants made

· A COMPLAINT MECHANISM to resolve disputes that may arise

· COMPLIANCE with a basic set of Ethical Practices, Procedures and Principles

The combination of the aforementioned fundamentals is combined via the QTL Code of Ethical Business Practices QTL Licensees must agree to. This enables the level of Consumer Confidence the majority of users/consumers require to trust, rely on, and comfortably use existing and emerging Internet Sites/Services, computer-related services and Products, and others. The Code for each type of product or service is slightly different though the basic principles and fundamentals remain the [image: image2.jpg]3 B
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same.
The QT Mark is displayed on Internet Sites and Products (as well as in relation to Services), and in offline advertising and promotion. When a visitor clicks on the QT Mark on a QT-Licensed Site, a window pops up displaying the agreements and covenants (the Code) the site has made with Quality Testing Labs and indicates the level of sponsorship they have provided. When displayed in printed form, it includes a URL that the user can visit to see the specific Code of Ethics the Site, Service, Product, or other entity has agreed to comply with.

QTL believes Site and User Liability Insurance is also an essential ingredient of the Code though it will not immediately be required. It is currently cost-prohibitive to the majority and provides inadequate coverage based on its cost. The greatest part of the cost is the prerequisite Security Assessment that Insurers currently require (that can be four times the cost of the insurance premium itself). A minimal policy with a median Security Assessment can cost a Site between $50,000 and $500,000. QTL will work with the Insurance Providers and Security entities and Companies to drive the down the total combined cost and make it affordable and reasonable. Standardization of security policies and procedures and an ongoing initiative to keep these current with changes in technology is one way QTL plans to help reduce the attendant costs and ultimately achieve the availability of policies that are reasonable to the consumer and affordable to the Licensee. Another means to this end is via our educational and awareness programs, promotion of the issue, and other solutions we will initiate.

In the Internet arena in particular, there is currently no entity that addresses all of the valid and critical issues and concerns of end users/consumers. Existing entities address only very limited aspects. Privacy entities help companies write their own Privacy Policies yet they lack adequate penalty mechanisms; and Security entities provide security through data encryption for transactional data yet do not address other important areas of Consumer concern. These are helpful, yet they do not come close to addressing all the issues of consumer concern that the QT Mark covers.

Furthermore, in many cases, the Board of Directors of these entities is comprised of employees of those directly involved in the industry that inherently causes bias and dilution of the strength of the organization.

Why a self-governing system seems necessary

To date, no entity has been able to address all the critical issues and concerns of end users/consumers as QTL does. QTL’s set of fundamentals and Best Practices that all businesses should adhere to, is what all QTL Licensees must adhere to in order to retain the QT Mark.

Without the QT Mark, Internet Sites, Services, hardware and software Products and others are simply asking users/consumers to ‘trust’ them – a concept that has worked in very few other traditional businesses.

When Internet Sites, Services, and software Products do not perform as promised, the User/Consumer typically has little recourse. It’s no wonder some refer to the Internet as the Wild, Wild Web. And many are leery of purchasing or upgrading new software products until long after they have been released and tested by others. Early adopters are only a small percentage of the total market as a result. Additionally, those that do adopt these products and/or services that have problems can lose a great deal of time and money.

Traditional industries are much more tightly governed and regulated, and therefore provide much greater consumer confidence. This, in turn, enables them to garner more customers, more loyal customers, and much greater trust in the products and services that they provide. These ‘guarantees’ enable early adoption.

Though fraud, deception, and other improprieties still occur, they occur much less frequently in traditional old-world businesses due to a set of rules, laws, guidelines and/or basic business practices they must adhere to… and in most cases, some entity, government or private, enforces fundamental practices and penalizes for violations. In addition, these businesses typically carry some sort of liability coverage.

Why should this not be the same with Internet Sites, Services, hardware, and software Products?

Automobiles when delivered are for the most part, reliable and dependable, at least when first purchased. They do not ‘freeze up’ when ‘accessories’ are added.

Medical equipment is routinely and thoroughly tested before being placed in use.

Banks are insured by the FDIC and must adhere to specific government policies, practices, and procedures. The SEC, or similar entities in other Countries, governs the Stock Exchange. 

Retailers are regulated, and consumers are protected, by a number of safeguards including Federal and Local laws, the support the credit card companies provide in dispute resolution, and other means including a consumers’ ability to return to a physical location meeting face to face with a representative where disputes can be resolved.

Many critical services are protected through the bonding of their service providers.

Internet Sites, Services, Operating Systems, and many Hardware and Software Products provide little guarantee to the consumer, inadequate documentation and Customer Service, have proven repeatedly to be incomplete on delivery, contain bugs or errors, are released without adequate testing, cause harm to the User or the User’s computer system, or simply do not work at all. The result is consumers have little recourse and thus lack of confidence and trust in them, especially when they are initially introduced.

Dependability and reliability of these should not necessarily be the responsibility of the governments, and most would wish the governments remained uninvolved with regulation and enforcement. And Government regulation is often too slow to keep pace with an industry as rapidly changing as the Internet. The need for some form of regulation to improve the quality and reliability of these products and services, and a mechanism to resolve issues that arise seems evident. If Internet Sites, Services, hardware, and software Product providers wish to increase consumer confidence and trust, they too need some system of checks and balances. A self-governing program that would be to the benefit of both User/Consumers of the products and Services these entities provide, and to the entities themselves seems to be the obvious answer to this problem. Development and implementation of such a self-governing system, equivalent to the assurances and insurance traditional businesses provide is one of Quality Testing Labs’ goals and a part of its mission.

With the QT Mark, these entities show their voluntary commitment as well as their confidence and support of higher ethical practices and procedures.

How the QTL Program works – General Process and Procedure

Prospective QT Licensees will be given QTL’s basic Code of Ethical Business Practices – several boilerplate versions will be available based on the specific requirements and fundamentals of each vertical. Potential Licensees will choose their specific vertical via choices they make on the QTL Site. Licensees may improve on the Code yet not detract from it.

In this process, the Prospective Licensee will be given the opportunity to modify/upgrade (under QTL’s guidance, with QTL’s approval, and to the extent QTL’s Associates deem reasonable and appropriate) their own specific QTL Code of Ethical Business Practices. The QTL Associate will respond to the Licensee with approval or recommendations for further modifications. If the QTL Associate and the potential Licensee mutually approve the final Code via e-mail, the Licensee will then be asked to agree in principle and be bound by the QT Code of Ethics by the QTL Associate without further modification. Later modifications will result in additional surcharges at the time of final registration (if they occur) to cover administrative costs.

Once approved, the QTL Associate will send the Licensee the License Agreement and Code of Ethics. 

Not immediately due to the prohibitive cost, though eventually, QTL will request and in some cases require that the Licensee obtain a qualified security assessment and have the potential Licensee furnish evidence for QTL’s records. QTL will provide the potential Licensee with some firms that the Licensee should consider – such firms might be linked directly to the QTL Site for convenience of the prospective Licensee to obtain information. Ultimately there should be no need for Security Assessment, as appropriate Security measures should be built into all systems.
QTL, the Mark and the basic Program

QTL licenses the QT Mark to data storage, e-commerce, banking and trading, hosting, application service providers, and others including evolving Internet Sites, Organizations providing off-line products and services as well as Television, Radio and Motion Picture sites, as well as markets such as software, Hardware, VARs and others. In other words, any business that believes in and wants to participate in the QTL cause and benefit from the assurance and trust consumers need to trust these entities, and to use them without hesitation or concern.

All of the above mentioned entities must adhere to the fundamentals of proper practices and procedures, comply with the covenants and promises they make to their users and comply to the QTL Code of Ethical Business Practices in order to be licensed to carry the Mark. Furthermore, they must agree to prominently display a reasonable privacy policy that does not contradict the Code of Ethics they agree to be bound by. Internet Sites must maintain a secure computing environment based on the current industry practices and standards.

How the QT Mark works on Sites

When the end user (consumer) clicks the QT Mark (located on the QTL licensee’s Site), the consumer is instantly made aware, via pop up window, of the Code of Ethical Internet Business Practices the specific Site has agreed to. It also confirms that the site has agreed to comply via its agreement with QTL, and that it is a registered and current QT Mark Licensee. For security purposes, each Licensee will have its own specific URL page for its own Code of Ethics hosted on the QTL site. This process will make it impossible for others to ‘steal’ the mark and place it on their site since the root of the URL must begin with qualitytestnglabs.com/ . This feature will be clearly indicated at the bottom of the Code of Ethics, and a mechanism will be provided for consumers to report suspected violations. Suspected violations will be easy to spot since the root of the Code page must begin with qualitytestnglabs.com/.

Within this same window, the consumer is made aware that the Site has agreed to financial penalties for non-compliance. The consumer also has the ability to report any non-compliance from the same window to the Licensee. This complaint submit form will provide the complainant with a choice of check boxes indicating which aspect(s) of the Code he/she feels the Site has violated along with a field where the complainant can provide further detail.

When a complaint is submitted, both QTL and the licensee are automatically and immediately notified. The consumer is automatically sent an e-mail that states QTL has received the complaint and it has been forwarded to the Licensee. It is the responsibility of the Licensee to respond within 72 hours (or less depending on the time frame in the Code the Licensee agreed to) to the consumer with a sincere effort to resolve the complaint. In the event that the end user does not receive a response within the specified time from the licensee, the licensee is immediately fined $100 to their credit card for non-compliance for each occurrence. This fee will be used by QTL to cover the administrative costs involved with resolving the problem. The licensee will be notified of the fine at this time and given the opportunity to prove that there was no non-compliance. If it is proven that the licensee was non-compliant, the licensee’s $100 fine is non-refundable. In the event that the licensee can provide evidence that non-compliance did not occur, QTL will credit back the fine in a timely manner. 

This is how the QT Mark works and how it enhances consumer confidence and customer service.

More detail on the Complaint and Fines Process

Once the complainant clicks the ‘submit’ button on the Complaint form, three time/date stamped and numbered e-mails will be automatically sent – one copy to QTL and:

1) One directly to the Licensee with all the details the Complainant filed

2) A duplicate to the Complainant that confirms the Complaint was filed. In this e-mail, the complainant will also be informed that they may contact QTL via a specific e-mail address only if the complaint is not resolved. In addition, the complainant will be provided the option to e-mail evidence of non-compliance to the Licensee as long as the complaint number (provided by the QTL Associate in charge of the Licensee) is included in the Subject of the e-mail. The Licensee’s contact e-mail address will be included in the email sent to the Complainant to facilitate this, and to make it easy for the Licensee to track via Complaint number in the subject of the e-mail.

If a QTL Associate(s) finds that an initial violation did occur and was not resolved (ex: the Licensee did not respond to the complainant within the specified time frame indicated in the Licensee’s Code of Ethics), the QTL Associate in charge of that Licensee will assess a $100 fine to the Licensee’s credit card on file, then track the complaint until it is fully resolved. As with the Licensee, all claims must include the Complaint number in the subject of the email for tracking purposes.

If the licensee is found to have further failed to resolve the complaint and comply with the QTL agreement via evidence provided, the Licensee will immediately be fined an additional $100 per incident. A 90-day grace period will be provided to all Licensees initially to help them identify problem areas and avoid fines.

The Licensee will also be notified by the Associate of each violation that has occurred, and each fine levied – as well as obtain and attach any evidentiary documents from the Complainant to verify the claim - in this e-mail.

If the complaint is valid and is not resolved within 60 days of initial complaint, the License may be revoked at QTL’s request and option, and the site will no longer be allowed to display the QT Mark. If the site wishes to have the license reinstated it must contact QTL and pay a $2500 reinstatement fee.

In all cases, QTL will enable the Licensee to resolve the Complaint with the Complainant and will not become involved in dispute resolution, a matter it feels is best handled by other arbitration or mediation entities.
What caused QTL? The founders’ findings and discoveries

Prior to identifying the market opportunity for QTL, its founders, with years of experience in marketing, promotion, web development, business process streamlining and engineering, customer service, quality assurance, software development and the Internet industry, spent years researching thousands of web sites. This research was to determine:

· What each Site’s Privacy Policies are

· What security measures Sites have implemented

· What Sites claim and disclaim

· What Sites do with information they gather

· How Sites protect (or do not protect) user information

· Who Sites list as partners which would cause potential for bias in the service they provide

· How Sites deal with Internet Best Practices as well as the fundamentals of ethical business conduct

The findings were surprising and disturbing, yet they were what QTL’s founders anticipated. The majority of Internet Sites, even with Privacy Policies and Security schemes, disclaimed many of the basic principles of ethical business practice. Many disclaimed all liability for loss of data, disclaimed liability for downtime, and essentially made statements that indicated that any loss or failure, misuse or abuse of data collected, was not covered and they would not be liable for any damage or harm to users as a result.

The founders also polled a number of people directly involved in the Internet industry, users with better-than-average knowledge of the Internet and site owners and management to determine if they actually ever read or were aware of these policies and practices of Sites they use or have partnered with. Practically all were unaware, or only slightly aware, admitting that they never completely read and/or understood the disclaimers, nor did they have legal counsel review the disclaimers prior to utilizing the service. These were people in the industry or experienced with the Internet, and more knowledgeable of its infrastructure and inner workings than the general public.

The CBS Television show “60 Minutes” reported on August 13, 2000, 25% of all users of Web Sites distrust the internet so much, that they do not enter any accurate personal information and instead create names like Mickey Mouse with other incorrect information. For Web Sites, this means their aggregate or individual information is often invalid.

The failure of many dot coms, and the correction that took place in the NASDAQ in the 1st quarter of 2000, led the founders of QTL to embark on a mission.

Based on the founders’ belief that increasing the levels of Consumer Confidence and Trust users have in Sites would increase and/or retain the number of users to those Sites, the founders devised a process and methodology, and formed Quality Testing Labs.

Though many dot coms failed, and continue flat or on the brink of failure due to poor business fundamentals, those that actually are providing valuable services are still facing tough times as well. The reason, QTL believes, is a lack of Consumer Confidence and Trust.

Even the most ‘trusted’ Privacy Policy and Security Implementation Services are inherently biased by their own partnerships, (Truste’s sponsors include AOL, Excite, Intel, Microsoft – and their Board of Directors includes employees of these companies). QTL’s founders determined that an independent self-governing body or entity, unaffiliated with any partners, would be the only way to accomplish the required level of Consumer Confidence and Trust.

The founders also realized that Internet Sites were not the only market that would benefit from added consumer confidence and trust. 

In addition, Quality Testing Labs will gather and aggregate consumer complaint information without the names of complainants or the identity of the licensees. This aggregate information, based on consumer complaint information, will be provided to various research firms to help both Licensees and non-Licensees determine how to better themselves for Consumers.

Quality Testing Labs also provides compliance consulting – helping potential Licensees to meet QTL requirements.

QTL’s founders and associates will make every effort to become involved with all qualified and respected associations and organizations involved with the Internet including The Worldwide Web Consortium, ICANN, government agencies, local, national and international user groups, and any and all others involved in setting the standards for the Internet. QTL’s goal is to become associated with these entities and organizations, and to provide free lectures on ethical Internet business practices and procedures, sit on their Boards, make recommendations, and become involved in their decision-making process as it relates to the growth and expansion of the Internet and its services.

QTL will also sponsor various events for promotional purposes and to aid the various entities.
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